CHAPTER 7

TRANSPORTATI ON

A.  GENERAL

This Chapter prescribes
transportation security standards and
policy, and delineates procedures to
be used in safeguarding categorized
AA&E as described in Appendi x A

1. AA&E that are classified
shall be stored and transported in
accordance wth this Mnual.

2. The DoD Conponents shal
establish security criteria for the
intra-installation and unit novenent
of AA&E consistent with the
phi | osophy in this chapter.

3. Explosive ordnance disposal
teans responding to off-station
acci dents or incidents shall
transport necessary expl osive
ingredients in accordance with
requi renents established by the DoD
Conponent concerned, based on the
phi | osophy contai ned herein.

4. The DoD Conponents shal
ensure that AA&E itens transported
from contractor facilities to DoD
facilities are shipped in accordance
with this Chapter.

B. RESPONSI BI LI TI ES

1. Wthin their respective
areas of responsibilities, conbatant
commanders; Conmander, U.S
Transportati on Command; and the
Commander, Mlitary Traffic
Managenent Conmand (MIMC), are
responsi ble for:

a. Ensuring that the
transportation protective measures
used for AA&E itens are established
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in applicable tariffs,
tenders, agreements or

gover nnent
contracts.

b. Negotiating with
comercial carriers for establishment
of transportation protective neasures
to meet shipper requirenents.

c. Determning the
adequacy of the services provided by

commercial carriers for movenent of
AA&E it ens.

d. Routing when requested
by shi pper.

2. | n addi ti on,
MTMC, -shall:

t he Conmander,

a. Devel op, adm nister,
and maintain joint transportation
security procedures for the
comrer ci al novenent of AA&E.

b. Serve as the DoD focal
point for security and perfornance
moni toring and oversight relative to
the security of AAGE in transit in
the custody of commrercial carriers.

3* The Air Mbility Conmand
(AMC) i s responsible for ensuring the
adequacy of the services provided for
the novenent of AA&E itens by
mlitary airlift, worldw de, and by
commercial airlift procured by MAC

4. The MIlitary Sealift Conmand
(MSC) is responsible for ensuring the
adequacy of the services provided by
mlitary and commercial ocean
carriage for the novenent of AA&E.

5. This Chapter does not
relieve accountable officers of their
responsibility to safeguard and
account for property.

C. STANDARDS

Transportation security policy
and standards for AASE by category?
as described in Appendix A are
required to adequately protect such



itens during shipnent. On the basis
of threat determ nation and
eval uation of the novenent
AAGE may be given additional
protection, but not |ess than that
required by the category assigned to
the item Users of commerci al
transportation services outside of
the CONUS shall adhere as closely as
practicable to requirenments contained
in sections D. through Mof this
Chapter, below. \Wen such services
cannot be obtained, conpensatory
measures shall to taken to achieve
equi val ent security standards.

| tsel f,

1. Every effort should be made
to consolidate shipments into
truckload (TL) or carload (CL)
quantities. Less than truckl oad

(LTL) shipnents are considered nore
vul nerable to theft.

2. Small|l arms repair
technicians should travel to support
facilities and effect on-site repairs

I nstead of shipping small arnms for
repair whenever feasible.
3. \Wen practical, arns and

ammuni tion of the same caliber shal
not be shipped in the same container
or conveyance.

4. Where avai | abl e, export and
| mport shipnents shall be processed
through mlitary-nmnaged and operated
alr and ocean termnals or through
DoD- approved comercial air and ocean
termnals. The approved |ist of
commercial air and ocean termnals is
mai nt ai ned by MTMC.

5. Shipnments of arns and
ammuni tion schedul ed for
demlitarization and retrograde
shipnents shall receive the sane

protection as other shipnents of
AASE .

6. Mssile rounds shall be

packaged separately fromlaunch and
control equipnent. Mssiles may not

be shipped in the sane conveyance
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with [aunch and control
when shi pment

equi pnment

Is by commercial notor
carrier. Mssiles and |aunch and
control equi pment may not be | oaded
into the sanme freight container
(e.g., MILVAN). Separately packaged
| aunch and control equi pment may be
transported in the same aircraft or
on the sane ocean vessel. Mssile
and |aunch and control equipnent in
the possession of mlitary units nay
be transported together at the
discretion of the Conponent
commander .

7. Security provided for AA&E
at mlitary and commercial termnals
shall conformto the standards set
forth in Appendices B and C. The
standards wll be provided to the
commercial carrier by the Commander,
MTMC.

8. Shipments nust be checked
| medi ately upon receipt to ensure
that the seals are intact and for
signs of damage or tanpering. If
there are any such signs, there nust
be an immediate inventory to verify
quantities received and to determne
the extent of any damage or tanpering
on all Category | and 11 AA&E, and
cl assified AA&E shipnments. |f the
seals are intact, quantity
verification nust take place on the
next working day. The requirement to
check seals and verify quantities
recei ved includes shipnments of all
categories of sensitive or classified
AA&E.

any

9. For rail shipnents of
Category | and Il itens, the carrier
must advise the consignee imediately
upon arrival of the shipment at the
yard serving the consignee and/or

| medi ately upon arrival at the

consignee’s activity.

10. Uncategorized Cass 1
Divisions 1 through 3 amunition and
explosives wll be transported in
accordance with the Defense



Transportati on Management
(DTMR) (reference (d).

Regul ation

11.  Enhanced regi onal
transportation security neasures for
use during terrorist threat
conditions shall be addressed in
detail in Conponent inplenenting
instructions and contingency plans.

12.  Shipments in CONUS of . 30-
o6and .30 caliber ammunition up to
12,000 rounds for Director of
Gvilian Marksmanship affiliated
clubs are exenmpt from the DDPS
requi renent.

D. SPECI AL _CONSIDERATIONS FOR
CATEGORY | | TEMS

l. Shipnments of Category |
material by all Oodes shall provide a
continuous audit trail from shipper
to consignee wth advance
certification of serial nunbers of
i ndividual itens or certified itens.
Two man certification is required,;
that is, each container nust be
checked by two responsible agents of
the shipper, and sealed and |ocked in
their presence before delivery to the
carrier. This rule applies at
transshi pnent points and termnals
whenever the shipment loses its

original identity; for exanple, when
two or nore shipnments are
consol idated into another container

for further movement or if repacking
IS required.

2. \When noved by unit or
organi zation transportation, Category
| material shall be placed in the
custody of a conm ssioned officer,
warrant officer, senior
nonconmm ssi oned officer, or
civilian of equivalent grade.

DoD

3. Overseas conmands nay use
| ocal national personnel for security
surveillance to acconpany U S.
personnel wth AASE when status of
forces agreenents prohibit arm ng of
U S. personnel.
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E. SECURI TY STANDARDS FOR SENSI TI VE
AASE SHI PMENTS

Simlar tables for
transportation security procedures in
the Defense Traffic Managenent
Regul ati ons (DTMR) and DoD Conponents
physi cal security instructions should
conformto Table 7-1 of this Mnual.

F. SPECI AL _CONSI DERATI ONS FOR WATER
SHI PMENTS

1. Security of shipnents nust
be an integral part of prestowage

pl anning.  Considerations are:
a. Segregation of cargo.

b. Cargo in locked and
seal ed contai ners.

c. SEAVANS and MILVANS
stowed so doors are not accessible to
stevedores or ship’s crew.

d. Break bulk cargo stowed
in the followng order or priority:
| ockers, reefer boxes or deep tanks
that can be | ocked and seal ed; bins
that can be boxed solidly with
pl ywood or ot her appropriate
materials and stowed in the upper
bet ween decks of the hatches
i mmedi ately fore and aft of the
ship’s house.

2. Specific locations of
classified and protected sensitive
shipments, with any speci al
consi derations, shall be indicated on
the final stow plan and given to the
responsi ble ship' s officer.

3. Vessel novenents of U.S.-
owned AA&E to and from overseas
| ocati ons and intra~Theater novenents

are limted to U.S Naval vessels:
MSC-controlled vessel s: or when the
above are not available, US flag

vessel s or MSC approved | ocal
national chartered vessels.



t hese provisions shall

G SPECI AL CONSI DERATI ONS FOR SMALL

QUANTITY SHI PVENTS

Smal | quantity shipnents for the
be shipments

of 200 pounds or less, or in the case
of small arms, 15 or fewer individual

weapons per shipnent.

1. Reqistered Miil. Arms
(including Category Il or 111) and
m ssile conponents (excluding
ammuni tion and expl osives) my be
sent by registered mail (return
recei pt requested) when the size and
wei ght nmeet U.S. Postal Service
requirements.

2.  DoD CONSTANT SURVEI LLANCE
SERVI CE (€s) Small quantities of
uncl assified Category |l and IV AA&E
may be transported using only DoD CSS
when | oaded in an authorized
contai ner and size, weight, and
safety factors otherw se neet
comercial carrier requirenents.

H. ORGANLC AND UNI T MOVEMENTS

Organic novenents w || adhere as
closely as practicable to the
commercial standards in Table 7-1.

1. Security or police
surveillance is required for organic
or unit nmoves of Risk Category | & Il
AA&E Dbetween mlitary reservations.
Commanders shal |l consider security or
police surveillance for installation
moves of Risk Category I & Il AA&E
outside of protected enclaves on
mlitary reservations.

2. The DoD Conponents may
authorize alternative transportation
security procedures for snal
quantities of arns and associ at ed
amuni tion for marksmanship training,
conpetition, or other requirements on
a case-by-case basis. The weapons
and amunition nmust be in custody of
a designated individual. Use of
privately owned vehicles to transport

DoD 51 O0.76-M

such weapons and or anmunition nay be
aut horized by the DoD Conponent.

| COMMERCI AL MOVEMENTS

1. Shipnments to be transported
by commercial carriers shall conform
to the requirenents of chapter 34,
DTMR (reference (d)), as summari zed
in Table 7-1. Carrier enployees
shall also neet the requirenents of
Section L, Chapter 2.

2. Where satellite nonitoring
is not available or in increased
threat conditions, Risk Category 1
shipments shall use Security Escort
Vehi cl e Servi ce.

J. OVERSEAS | N- THEATER MOVEMENTS

OCONUS Commanders, based on
host-nation requirenments, and the
| ocal threat situation, shall use

discretion in providing adequate
security in theater when transporting
AAGE cargo. To the extent feasible,
transportation service outside of
CONUS shall neet or exceed the
established requirenments for CONUS
movenments. Unhen such service cannot
be obtained, conpensatory oeasures
shal |l be taken to achieve equival ent
security standards.

K. FOREI GN M LI TARY SALES (FMS)
SHI PMENTS

1. DoD officials authorized to
approve FMS transactions that involve
delivery of any sensitive U S. AA&E
to foreign purchasers shall, at the
outset of negotiation or
consi derati on of proposals, shall
consult with the appropriate DoD
transportati on organization
(TRANSCOM, MTMC, MSC, AMC) to
determ ne whet her secure shipnent
from CONUS points of origin to
ultimate foreign destinations is
feasi bl e.

2. AA&E w |l be delivered to
foreign custoners at a CONUS DoD-



controlled water or aerial port of
exit through the Defense
Transportation System (DIS). The DTS
usual | y means MTMC-arranged Shi ps or
MAC-controlled aircraft. If the
foreign purchaser proposes to take
delivery and custody of the AA&E in
the United States, arrangenents nust
be made for pick-up of the materi al
at a DoD-controlled ocean or aerial
port by ship oraircraft arranged for
by the custoner country or its
designated freight forwarder
(Delivery Term Code (DTC) 8 purchases
must be followed). Shipping
activities wll not nove AASE until
they receive an Export Traffic

Rel ease (ETR) from MIMC or
confirmation that the custoner
country has cleared a pick-up at a
US mlitary airfield with HQ USAF
or the Naval Mterial Transportation
Of fi ce (NAVMTO), as appropriate. In
cases of pick-ups by aircraft,
shipping acclivities nust obtain
inland routing from MIMC for novenent
of the material to designated
mlitary airfields. The DoD
personnel at the airfield or ocean
port wll not relinquish custody of
the material until a representative
of the custoner country signs for the
material in the aircraft or ship.

The only exception to this policy is
the German Mlitary Representative
(GMR) at Dunes International Airport
i n the Washington, DC metropolitan
area. Even in this case, Notices of
Avai l abi ity (NOVs) nust be sent and
responded to and inland routing nust
be obtained from MIMC.

3. Category | AA&E purchased
under the FMS program will be noved
to overseas Water and Aerial Ports of
Di scharge (WPQDs and APODS) under
U S. security control (in accordance
with DTC code 9),unless a waiver is
granted by the Defense Security
Assi st ance Agency (DSAA) in
coordination wth the Director,

Def ense Security Prograns,
ODASD(CI&SCM), OASD(C3I). A waiver
| f granted, nust be witten into the
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appropriate FMS sal es agreenent(s).

|f a waiver applies to a shipnent,

all rules and regulations discussed

| n paragraph 2, above, apply to the
movement of nmaterial. Return of
Category | material from overseas
shal | be placed under U S. security
control upon arrival at the Custons
Territory of the U S. (CTUS).
Customer countries wll coordinate
movenment of this return material wth
the appropriate U S. Security

Assi stance O fice, MTMC, and USAF
representatives before noving it to a

CTUS .

4, As indicated in section A
of this Chapter, above, shipnments of
classified AAGE to foreign
governments shall be made in
accordance and this Mnual .

Customers who plan to receive and
hol d AA&E (cl assified and

uncl assified) in CONUS and then ship
it to their respective countries
under their own control nust file a
transportation plan. This plan, as a
m ni num shall specify the storage
facilities, delivery and transfer
points, carriers, couriers or

escorts, and nethods of handling to
be used fromthe CONUS point of
origin to the final destination and
return shipnent when applicable.
Either security officials of the DoD
Conponent that initiates the FMS
transaction approves the
transportation plan submtted, or it
is nodified to meet U S. security
standards, or shipnents by other than
DTS shall not be permtted.

Transm ssion instructions or the
requi rement for an approved
transportation plan shall be

i ncorporated into the security
requi rements of DD Form 1513,
O fer and Acceptance”.

1] D)D

5. Shipment shall be made
according to this Chapter, until
rel eased to an authorized

representative (as delineated in DoD
4000. 25-8-M reference (u)) of the

pur chasi ng government at the PCE or
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the port of debarkation (POD) as
appropri ate.

6. During the FM5 negotiations,
t he purchasing governnment’s
representative shall be advised of
the applicability of this Mnual to
the security of the sensitive AA&E
bei ng procured. Shipnents shall be
closely coordinated with
representative of the purchasing
government to ensure that secure
storage facilities which essentially
meet requirements of this Manual are
avai |l abl e.  Shi pments shall not be
made available for delivery to the
pur chasi ng governnent’'s
representative until confirmation is
received by the seller that storage
facilities are available and shall be
used to store the sensitive
materi al s.

7. For overseas novement,
Category | AA&E shall be under U S
security control to POD (i.e., upon
delivery to the territory of the
purchasi ng government) unless waived
by the Defense Security Assistance
Agency in coordination with the
Director, Defense Security Prograns,
ODASD(C31&SCM), 0ASD(C3I) and Foreign
Mlitary Sales agreenents shall be so
witten. Return of Category |
shipments from overseas shall be
pl aced under U S. security control
upon arrival at the custons territory
of the U S. (CTUS).

L. CONTRACT MOVEMENTS

1. DoD contracts that procure
arns, ammunition, and expl osives
requiring transportation protective
service shall normally be witten to
require freight on board (FOB) origin
only. For contractor-to-contractor
shi pments, contracts shall be witten
to require transportation security
equi valent to DoD standards in
Chapter 34, Defense Traffic
Managenent Regul ation (reference
(d)). Contracts shall also specify
contractor involvenent in emergency
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response procedures and provide for
conpliance with the Defense Traffic
Managenent Regul ations concerning
carrier enployee identification
requi renents.

2. For deliveries of AAGE to
the Departnent of Defense or DoD
contractors from foreign contractors,
the contract nonitor shall coordinate
with applicable theater commands to
arrange equivalent in-country
security for delivery only to the
nearest U.S.-controlled port
facility.

M SECURI TY OF COMMERCI AL _SHI PMENTS
AT DOD | NSTALLATI ONS AND ACTIVITIES

1. For AA&E shipnents arriving
at a destination during other than
normal delivery hours, consignees
shal | accept the vehicle on their
facility and secure the vehicle
according to the level of
transportation protection required
for the applicable category.

2. For emergency situations
i ncl udi ng breakdowns or ot her
circunstances beyond the carrier’s
control, installations shall offer
safe haven in accordance with the
DTMR (reference(d)).
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W/

MINIMUM SECURITY STANDARDS FOR SENSITIVE MATERIAL AND
CLASSES A AND B AMMUNITION AND EXPLOSIVE (SEE NOTE 1)

MOTOR

CATEGORY | CATSGORY 1 CATEGORY M and IV
L _ o i ™ _

2 Exclusive use of vehicle (See Note 3). 2. Eociusive use of vah la (See Nola 3) o 1. SMand DD (W/ANAQG) (Sea Note 11).

3. Locked and sealed by shipper (See Note 4). 5 edand Sealed by shipper (gaq Noite 4). , 2. .. Locked srkt Sealed by shippet (Sac Note 4).

4. Single line-haul required. 4. Single fine-haul required. 2 Trip lease not authorized.

5 Trfp lease not authorized. &  Trp lensa not authotized, ne 0% Single line-haul réquired, © -

5 When two or more vehicles are in convoy, drivers must
be in sight of other vahicles at all times. Convoy will only require

a single ascornt vehicte.
LTL: LTL: LTL: (See Notes 6 and 7)

1. SMand ON (WN/NAC) (See Note 11). 1. SMand DD [WNAC) {Ssa Note  11). 1.4 SM and DD {W/NAC) (Sed Nots 11}

2 CONEX, dromedary, or similar container authorized. 2.  CONEX, dromedary, or similar’ contameraulhorized 2. CONEX, dromedarv or similar container authorized
(See Nots 10). (See Note 10). (See Note 10).

3. Locked end sealed by shipper {Seé NOte 4), 3. Camo packaged o & weight of at least 200 tbs. and barided. 3. Cargo packagad o & weight of atleast 200 Ibs. and banded.

(sealad If pincticable) or eon!almr locked and saaled by shippar. ., (sealod If practicable} or placed n sin authorized contalner locke
{Sed Notes 4 and §). - . and sedled by shippér (Sos Notes 4 and 5).

4, Single line-haul required. 4. Single fine- haulrequlred S 4. Tdp lease not authorized.

8  Tdp lease not authorized. 5; - Trip leagd not &ut T A S i 5. . Single line-haul preferrad.

s Exclusive use of vehicte or authorized container. Exclusive use of vehicle er authorizad conlalner

RAIL

t.  AGS (See Nota 8). 1. ?SS (See Note 8). . 1. RSS.(SeeNoteB\__,

2. MTX(Ses Note 8). - & TMTX (Seé Note 8), 0 S ~2 . MMTX {SeeotiNote B),

3. Locked and sealed by shipper (See Notes 4 and 9) ‘ 3 Locked and sealed by shipper (See Notes 4 and 9) 1 Lockedmdaealqdlbyycdhbper (See Notes;lhmg)

4, immediate notification of consignea of delivery. - 4, Con of delivery. - - o 4e s mmediatalenotificationnoff consighee of tedelivery.

5. Use appropriate Category | motor security for any associated 5. Uas appropriate Category Il motor security for anv associated 5.  Useappropriale Catenmwlllww\ﬁmwesecudtymrmy
motor movement. molor movement. associated molor movement.

a Use toed dividet doora when avallable. 8. Uss load divider door whern avallable, - S 80 Use Toad ndivider panwhann avallabla,

In rail phase, same es category | rall; In motor phase, same as L Inrail phases, same as category Hrail: in motorphase, same as 1. Inrallphase, same as category Ift and IV; in motor, phase
Category | motor. N Category I Ilmotor o o same as motor Category Wand IV.

2- Usa m', ﬂ [ ’ shipﬁnn mmlm w p!m m m“car : 2 us‘ w ‘. Smm w"'ahlom ﬂﬂd X I o m . wu ...... ... m Shlppfﬂg COI‘I‘IB]HGB ﬂnd PMOG Oﬂ I‘l“Cﬂl‘
door-to-door 1o pravent unauthoriyed accass; .g., MILVAN, ;  JOOf- io-door © prevent unauhomd Qccgss‘ g g MILVAN TR door-io-door o prwant unguthorized access: e.4., MILVAN, -
SEAVAN. SEAVAN, o T e e RS e S SEAVAN ¢ .

1. SMand DDPS (W/NAC) during ground transport. 1. DoD CSS “ ‘_- . .DoD CSS

2. Shipmenta by Air Freight, Air Taxi, LOGAIR, QUICKTRAINS, of 2 Sh'pmem bv Alr Freight, Alr Taxi, LOGAIR, OUIGK‘I‘RMNS o« . '}A c snrprhenhbymr Freight Air Tasd, Locar, QUICKTRAINS, 6¢
MAC. : eyt

2. DoD CSS while aircraft on ground at commercial airports. 3 Sh|pper escort to carrier and Immediate pickup destinatlon 3. Shipper escon to carrler and immediate pickup destination,

4 For alr freight, banded or kacked and sealed and required, For afl 4, For alr freight, banded or tocked and Sealed and required. For alf 4. For air freight, banded or locked and sealed and required, For al
other methods, banded or Jocked and sealed required. other methods, banded of locked dnd sealéd raquired. othél mathods, banded or lockéd and sealed required.

5. Scala apptied by shipper. 5. Sealsapplied by shipper. (See Note 2). 5. Scalaapplled by shipper. (See Note 2).

. SMand DDPS to POE and form POD. 1. Pler service only. . . Pier service only.
Pier service only. 2. Written racsipt from ship's officer at POE and writtén reledse to - 2. - Wrilttén fecelpt froiti ship's officer &l POE and written relaase to

3. Written receipt from ship's officer at POE and written retease to carrier at POD. carrier at POD.
carrier al POD.

NOTES: ; :;f:::.;s:cmﬁon J:ﬂmmxwm"m”:yﬂm'mom: comply with afl applicable motot sacurity requiremants for the Hak category during the molov phasa. Thess protective services must be spacified in appropriate Uniform Tenders Service,
3 When vehichs is badsd 1o hatl visible capacity, do nof recrees! exclusive use of vahicls,
: Shipper sasl may ba removed and n;::d I:y carder seal {Chapter M4, DTMA)>
: meﬁw;mm sending 15 or 1 Category 1111, and 1V smafl arms and missile components by regisiered mall (Retun Receint Aequasted).
r oF 1ewer )
; comme fering DOD CSS without ing.
: Whan AG’so:r-cd.:g;wq:;ym:h mmgmf.m:;"fn?m; '(‘l‘::ambgoox aogo?ighm': ‘:p;fop"m MTMC ares oommlﬂd 1o obtain MTX service.
T T e L L P —
11. HAG: National Agency Check
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